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Technologies are disclosed herein to secure flexible access
to the healthcare information resources (HIR) contained
within electronic €@l records (EHR) systems.By
managing access permissions with certified self-sovereign
identities and distributed ledger techniques, HIR may be
secured.Patients and other users may be registered to
access a distributed ledger, such as a healthcare
BlGEKERaiR, employed to set, host and adjudicate
permissions to access HIR.Authorized owners and/or
patients with rights to their own HIR may be able to grant
fine-grained and conditional access permissions to third-
parties.Information transfers and transactions occurring
according to these permissions may be logged within smart
contracts incorporated in the healthcare BIGGKEHEIRA.

CLIENT SYSTEM
3 10411

APPLICATION DOWNLOAD
SYSTEM(s) 120

APPLICATION STORE SYSTEM(S) 4100
122

PaTENT 102(1) —)

APPLICATION
DEVELOPER 130

CLIENT SYSTEM
q 1042,

APPLICATION DEVELOPER
SYSTEM(S) 132

PROVIDER 102(2;

CLIENT SYSTEM
104(3;

'VALUE-ADDED CERTIFICATE

PHARMACY 102(3) AUTHORIZATION SYSTEM(S) 160

TNDEPENDENT IDENTITY

PAYER 102(4. AUTHORITY SYSTEM(S) 170

TEST LABORATORIES
102(5)

2
RESEARCHER CLIENT
102(N.

RESOURCE SYSTEM(S) 150 g\ gcTroNIC
HEALTH
RECORD 140

BLOCKCHAIN SYSTEM(S) 180

SYSTEM



https://permalink.orbit.com/RenderStaticFirstPage?XPN=MPze0LjMZJd2DJupAxVN8MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcMx1g5noQID6F90CpEah8ymJjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=MPze0LjMZJd2DJupAxVN8MRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20180060496&ekey=1435&xpn=US20180060496&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=uKYhmOFd7B1BI%252BSE99ShYJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCB1NVBEl8moTYnVC+dywuLYbZEW38EL5eDPpKOoVIJxKfagWaAdX14KmfGLl67ioDs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=uKYhmOFd7B1BI%252BSE99ShYJNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2018039312&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20180060496&ekey=1435&xpn=WO201839312&kind=A1
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20180060496&ekey=1435&xpn=WO201839312&kind=A1

©Questel - FAMPAT Page 4

2018/07/12

Healthcare transaction validation via BIGEKER&iIR proof-of-work, systems and methods
WO02015175722 Al

Current assignees
NANTWORKS*

Inventors
WITCHEY NICHOLAS J

Priority data including date
2014US-61992734 2014-05-13
2015US-14711740 2015-05-13

IPC - International classification

GO6F-021/00

G06Q-030/00*

CPC - Cooperative classification

GO06F-021/00
G06Q-050/22

PCL - US patent classification

GO6F-021/64/5
G06Q-050/24

G06Q-050/22

G06Q-030/018*

PCLO: 705003000
Family
US2015332283 Al 2015-11-19 Eﬁjm @ W02015175722 Al 2015-11-19 Ec:—"m @
(US20150332283) Suehoter 10

Healthcare transaction validation systems and methods are
presented.Healthcare transactions associated with a
stakeholder are compiled into a chain of healthcare
transaction blocks.The chain can be considered a chronicle
of person's healthcare path through life.When a transaction
is conducted, the corresponding healthcare parameters
(e.g., inputs, outputs, clinical evidence, outcomes, etc.) are
sent to one or more validation devices.The devices
establish a validity of the transaction and generate a new
block via a proof-of-work principle.Once the new block has
been calculated it can be appended to the stakeholder's
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A BIGEKERaIR configured device-driven disintermediated
distributed system for facilitating multi-faceted
communication over a network.The system includes entities 102

)

connected with a communications network.Each of the
102, 102, 102, 102, 102, 102

entities and associated devices and sensors and networks ENTITY - 1[2|ENTITY - 2[]ENTiTy - 3[ClENTITY - 4 CJENTITY - 5[ ENTITY - 0
serve as a source of data records.The system includes a ¥ ) ¥ 4 ) )
| 104 MULTI-FACETED SOCIAL HEALTH CARE COMPONENT |

BIGEKERaiR configured data bank accessible by each of the
plurality of entities based on rules and preferences of the
entities upon authorization by the BIGEKER&IR configured
data bank.The BIGEKEREIR configured data bank includes a

100

COMMUNICATIONS
NETWORK

108

v

processing component for executing stored instructions to 12
o PROCESSING
process the data records of the entities over the > - CO“{':ONENT -
communications network.The system includes a BIGGKERaiR ''° J wool A
configured component communicatively coupled to the 1 poLicy H& rport
CONTROLLER GENERATOR

REPOSITORY

BIGEKEeR&EIR configured data bank and adapted to be
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includes a validation device including a facial expression-
based validation device and a geo-tagging-based validation
device.
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A system may provide hardware acceleration for
BlIGEKeRaiR-based record entry.Client circuitry may provide
record entry information to node circuitry.The node circuitry
may compile the record entry information into a record entry
for submission to BPIGEKER&IR management circuitry
(BMC).The BMC may access a consensus operating
procedure.The BMC may apply the consensus operating
procedure to the record entry to gain append permissions
for a PIGEKERAEIR. After completing the consensus operating
procedure, the BMC may append a block generated based
on the record entry to the BIGEKERA&IR.Accordingly, the
system may ensure that blocks added to the BIGEKEREIR
were generated in compliance with the consensus operating
procedure.
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A system and method for a decentralized autonomous
healthcare economy platform are provided.The system and
method aggregates all of the healthcare data into a global
graph-theoretic topology and processes the data via a
hybrid federated and peer to peer distributed processing
architectures.
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The present invention extends to methods, systems, and
devices for creating a database of curriculum vitae of
candidates using BIGEKERAIR smart contracts, in a private
BIGEKER&EIR- based network, comprising: electronically
creating a smart contract BIGEKE&ER profile, said profile
corresponding to a unique user application facilitating a user
interface comprising one or more predefined contract data
fields of at least one candidate; electronically storing said
smart contract BIGEKEREIR profile in a shared ledger of said
database; electronically accessing via user interface said
smart contract BIGEKER&IRA profile via said shared ledger of
said database; electronically implementing ranking values
within said predefined contract data fields of at least one
candidate; and electronically scoring said contract
BIGEREREIR profile of at least one candidate to a specific job
posting.
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Digital BIGEKER&IR authentication
US20130204641 Al

Current assignees
NETSPECTIVE COMMUNICATIONS*

Inventors
SHAH SHAHID N

Priority data including date

2012US-61594216 2012-02-02
2013US-13756433 2013-01-31
2017US-15427806 2017-02-08

IPC - International classification

GO06K-007/14
G10L-017/08
HO04L-009/32

GO06K-009/00
G16H-010/60
HO04L-029/06
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GO6F-019/00
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G10L-017/00/5
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PCL - US patent classification

G06T-007/10
HO04L-009/06*

G06K-009/00/228
GO06T-007/10
G16H-010/60
HO4L-063/0815

PCLO: 705003000*
Family
US2013204641 Al 2013-08-08 EC? il @ US2017149560 Al 2017-05-25 Ef:? g @
(US20170149560)
A system for authenticating an access to a computerized 0 pieinieinialelelnininlelie !
i ] SINGLE ~ |e—t [1242 i:
records data-store by a plurality computer networking SIGN-ON ] NG :
systems.The system includes a pre-stored identity | [ !
SOCIALNETWORKING | !
information database to store identity information of the ! | servicepLaTroRM !
. . . 1 [124c !
plurality of computer networking systems.The plurality of 100 | | SoctaLNETWORKING i
computer networking systems may include at least a first , e
. v
computfar networking system a|.'1d a second compu.ter _ % mocroone
networking system such that the first computer networking " SocIAL COMPONENT 120 g

system is uniquely defined by a first identity information and
the second computer networking system is uniquely defined
by a second identity information such that only the first
computer networking system owns a registered digital
account with the system and is authorized to access the

computerized records data-store.

NETWORK
SERVER(S)

N

12

DATABASE [€

118
QUALIFI-
CATION

SERVER(S
INFORMATION

PLATFORM

MANAGEMENT 198

UNIT

SHR DATABANK 104

" SHR
REPOSITORY



https://permalink.orbit.com/RenderStaticFirstPage?XPN=3Gm41twolaGr55BQyPbrecRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPb1DfH8gLcgJByHje3bCdrJjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=3Gm41twolaGr55BQyPbrecRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20130204641&ekey=1317&xpn=US20130204641&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wZ%252Fhg0oySASZomJ8KKoe%252BsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNFXMN4A3+zYEGd4JhdgzD3JjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wZ%252Fhg0oySASZomJ8KKoe%252BsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20130204641&ekey=1317&xpn=US20170149560&kind=A1
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20130204641&ekey=1317&xpn=US20130204641&kind=A1

©Questel - FAMPAT Page 10 2018/07/12

Community BIGEKEREIRA multi-mode link and intelligent processing device

CN107527286 A
Current assignees IPC - International classification
HUIZHONG BUSINESS CONSULTANTS BEIJING* GO6F-017/30 G06Q-020/06 G06Q-020/36
Inventors G06Q-040/04* HO04L-029/08
LI LIZHONG CPC - Cooperative classification
Priority data including date GO6F-017/30/312 GO06F-017/30/321 G06Q-020/06/5
2016CN-0441834 2016-06-20 G06Q-020/36/78 G06Q-040/04* G06Q-050/01
HO04L-067/26
Family
CN107527286 A 2017-12-29 E{f?m @
(CN107527286)

The objective of the invention is to provide a community
BIGEKERaIR multi-mode link and intelligent processing
device.The device achieves the communitization of
BlGEKER&aIR through behavior transaction, enables
BIGEKER&EIR to be unified in one account, prevents t
BlGEkER&EIR transaction from being fragmented and
disordered, and brings convenience to a consumer for daily

ST
operation.In order to solve the above technical problems,@—"
the technical scheme employs by the invention is that the

/"—“k‘_‘:

Tl

R W et

device is characterized in that the device comprises an APP
client, a PIGEKER&IA node, and a communication node; the
communication node is linked with the APP client, and FEH
sends a request sent by the APP client; the BIGEKER&IR node

receives the request sent by the APP client, and analyzes

and obtains the data of the BIGEKE&IR node, and transmits

the data to the APP client for displaying; and the BIGEKEHaIR

node generates a character code identification so that the

APP client is connected with a block.
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Community BIGEKEREIRA multi-mode link and intelligent processing system

CN107527285 A
Current assignees IPC - International classification
HUIZHONG BUSINESS CONSULTANTS BEIJING* GO6F-017/30 G06Q-020/06 G06Q-020/36
Inventors G06Q-040/04* HO04L-029/08
LI LIZHONG CPC - Cooperative classification
Priority data including date GO6F-017/30/312 GO06F-017/30/321 G06Q-020/06/5
2016CN-0441383 2016-06-20 G06Q-020/36/78 G06Q-040/04* G06Q-050/01
HO04L-067/26
Family
CN107527285 A 2017-12-29 E{f?m @
(CN107527285)

The objective of the invention is to provide a community
BIGEKERaIR multi-mode link and intelligent processing
system.The system achieves the communitization of
BlGEKER&aIR through behavior transaction, enables
BIGEKER&EIR to be unified in one account, prevents t
BlGEkER&EIR transaction from being fragmented and
disordered, and brings convenience to a consumer for daily

ST
operation.In order to solve the above technical problems,@—"
the technical scheme employs by the invention is that the

/"—“k‘_‘:

Tl

R W et

system is characterized in that the system comprises an
APP client, a BIGEKER&IR node, and a communication node;
the communication node is linked with the APP client, and FEH
sends a request sent by the APP client; the BIGEKER&IR node

receives the request sent by the APP client, and analyzes

and obtains the data of the BIGEKE&IR node, and transmits

the data to the APP client for displaying; and the BIGEKEHaIR

node generates a character code identification so that the

APP client is connected with a block.
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Emergency determination system and method utilizing artificial intelligence and

BIGEKEHSIR technology
IN201821003915 A

Current assignees IPC - International classification
PILLAI Brijesh Sivathanu G08B-025/00* H04M-011/00

Inventors
PILLAI Brijesh Sivathanu

Priority data including date
2018IN-21003915 2018-02-01

Family
IN201821003915 A 2018-03-09 E.::?m

(IN201821003915)

A system for detecting and responding to a potential emergency event occurring with respect to a user in or near a
designated area is disclosed.The system includes one or more sensors disposed in or near the designated area to detect
events; a portable device, operatively coupled to the one or more sensors, having a wireless transceiver to store the
events as tamperproof sensor events on a BIGEKEREIR; and an artificial intelligence engine, operatively coupled to the
portable device, configured to analyze the tamperproof sensor events to automatically identify the potential emergency
event and, upon such identification, determine whether the potential emergency event is a true emergency state or a

false emergency state.The tamperproof sensor events are indicative of the user"s condition and/or surroundings.
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System, method, and program for BIGEKEREIR-based medical data transmission
WO02017176093 Al

Current assignees
LIFESEMANTICS*

Inventors

SONG SEUNG JAE
SHIN TAE HWAN
YOON JIN CHEOL
JOO YONG BEOM

Priority data including date
2016KR-0043005 2016-04-07

IPC - International classification

GO6F-019/00 HO04L-009/30 HO4L-029/08*

CPC - Cooperative classification

GO06F-019/00* GO6F-019/32
HO04L-029/08 HO04L-067/10
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HO04L-009/30
HO04L-067/104

Family

KR101763827 B1 2017-08-02

KM wo2017176093

RNem @

Al 2017-10-12

(W0O2017176093)

The present invention relates to a method and a program for
BIGEKEREIR-based medical data transmission with improved
security. The method for BIGEKEREIR-based medical data
transmission according to an embodiment of the present
invention comprises the steps of: receiving, by a relay
server, one or more pieces of block data from a first node
server (S100; block data reception step); combining, by the
relay server, the one or more pieces of block data with a
BIGEKER&IR and storing the same (S200); and transmitting
the one or more pieces of block data to a second node
server (S300; block data transmission step).According to
the present invention, it is possible to check whether
medical data, for which a transmission request has been
made by a user, is forged or falsified, by comparing block
data (i.e., the medical data) stored in a plurality of node
servers, and thus it is possible to transmit, to a desired node
server, the original data that is not forged or falsified.

SHAAMYI HHEEN

H
ES0O0IHE »

S100 ... Step of receiving, by relay server, one or more pieces of block
data from first node server
S$200 ... Step of combining, by relay server, one or more pieces of block data
with blockchain and storing same
S300 ... Step of transmitting one or more pieces of block data to second node server
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Method and system for streamlining property buying journey using BlIGEKeR&IR and
smart contracts.
AU2017101413 A4

Current assignees
BLOXIAN INT*

Inventors
CHHABRA KUNAL

Priority data including date
2017AU-0101413 2017-10-23

IPC - International classification

G06Q-030/00* G06Q-050/16

Family
AU2017101413

R m @

A4 2017-11-23

(AU2017101413)

Abstract: The property application or platform mentioned in
the patent is designed to integrate with financial institutions,
third parties (legal), investors, third party products (Google's
Jump) and built using BIGEKERAAIR technology, machine
learning algorithms, latest cryptography techniques.This
brings the customer lending journey easier, quicker and cost
effective for customers, lenders and government bodies
from regulatory purposes.DIGITAL IDENTITY OF
CUSTOMER (Figure 0) Upload documents - required topo
Participating Institutions/Governing X bodies Identity Store
with Attestations/Certified PKI infrastructure Platform
Purchase/Sell Digital Currency External exchanges and
Store and secured by financial institutions Cryptography
Digital and Fiat Currencies Wallet of customer (part of
platform) FIND THE PROPERTY (Figure 1) Share ldentity
and KYC Participating Financial Existing Pre process Broker
Institutio ns/ investor Approval process by App and APls
market place financial institutions Wait for response
Property Buyer Search results lljlgropSearch Machine
Learning Trusted Ihird Algorithms, logic, Parties/Legal APls
Results Legal Check Platform

23 Oct 20

Participating
- Institutions/Governing
bodies

3
Identity Storewith  Attestations/Certiied
PK infrastructure

Platform

=z . - Exfernal. e)scha.nge.s and
financial institutions

2017101413
B
g

mmmmmmmm
Digital and Fiat
Currencies

Wallet of
customer (part
of platform)

FIND THE PROPERTY (Figure 1)

Pl tf
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Augmented Reality and BIGEKER&EIR Technology for Decision Augmentation Systems
and Methods Using Contextual Filtering and Personalized Program Generation
US20180190375 Al

Current assignees
SUGGESTIC*

Inventors
Chapela Victor
Corral Corral Ricardo

Priority data including date

2016US-62440689 2016-12-30
2016US-62440801 2016-12-30
2016US-62440924 2016-12-30
2016US-62440982 2016-12-30
2016US-62441014 2016-12-30
2016US-62441043 2016-12-30

IPC - International classification
A61B-005/00 A61B-005/0205
GO06F-001/16 GO06F-017/30
GO6N-003/04* GO6N-003/08
GO6N-099/00 G06T-011/60
G09B-005/02 G09B-019/00

CPC - Cooperative classification
A23L-033/40 A61B-005/0205
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A61B-005/4866
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G06T-011/60
G09B-019/00

Family

US20180190375 Al 2018-07-05 A&7 M B us20180189636 Al 2018-07-05 J=1&7 1 [
US20180190147 Al 20180705 MM [

(US20180190375)

Augmented reality and BIGEKEREIR technology for decision
augmentation systems and methods using contextual
filtering and personalized program generation are provided
herein.An example method includes receiving any of an
image, a video stream, and contextual data from a mobile
device camera, evaluating any of the image, the video
stream, and the contextual data for target food or beverage
content by determining ingredient and nutritional
components of the target food or beverage content, and
applying an augmented reality overlay to the target food or
beverage content based on the ingredient and nutritional
components.

TRUE
POSITIVE
RATE

AUCS MEAN : 0.981635563994

AUCS MEDIAN: 0.989262820513
AUCS MIN: 0.0

AUCS MAX: 1.0
NUMQUERIED: 4999

0.2

0.4 06
FALSE POSITIVE RATE
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A secured auditing system (100) using verified hash

algorithms is provided.The system (100) integrates with e 0 0 0

.. . m
existing databases (110) (e.g., appointment databases) to v Blackcran 131
B - popicaton |10

receive and store auditable data in a system database
(121).The system (100) generates a hash (i.e., a digital
signature) for each piece of auditable data received and
stores the hash in the system database (121) and on a
decentralized BIGEKEREIR platform (108) for comparative
auditing.The system (100) is not confined to one BIGEKERaEIR
platform (108) and can interact with any existing BIGEKEREIR
or distributed ledger technology as it evolves.
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Automated attestation of device integrity using the block chain
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Systems and methods are disclosed that provide for a full validation of an unknown client device prior to acceptance of a
block chain transaction would provide further security for block chain transactions.The [ig@lii of the device can be
attested to prior to engaging in electronic transactions.In some embodiments, automation of full device integrity
verification is provided as part of a block chain transaction.Certain aspects of the invention enable trust in devices.Some
embodiments operate on the fundamental premise that a reliable relationship with a device can make for a much safer,
easier and stronger relationship with an end user.Achieving this requires knowing with confidence that a device involved
in a current transaction is the same device it was in previous transactions.



https://permalink.orbit.com/RenderStaticFirstPage?XPN=WmevtXfjTd5zaQuOCKBrjcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcN6L3Y4oblXBJByHje3bCdrJjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=WmevtXfjTd5zaQuOCKBrjcRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=US20160275461&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=gLVroBt9n%252FaseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=PVXk/mDLP/8HBSG7P7XeQaCa4vFyxJplNoC7YXsv59YGnqhCiah71Z3J6fYFa7kYpi9MuXaCiGc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=gLVroBt9n%252FaseLHW8WjXjnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://www.ic.gc.ca/opic-cipo/cpd/eng/patent/2980002/summary.html?type=number_search
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=CA2980002&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=XQ1iwA%252FpUWB%252FujCWbTbnErmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=icjTorqguCAi9FdqF20iIt0P/F2Pwh1EkaV0SMUACwOCCKReMmHu7JT5nNooSjlgkVLzDVt2Txc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=XQ1iwA%252FpUWB%252FujCWbTbnErmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://www.wipo.int/patentscope/search/en/detail.jsf?docId=WO2016154001&redirectedID=true
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=WO2016154001&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PJhy%252BmYLjtoY8EdFIWSptLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=OseQCaeVQ7wK11EcRZvoIN0P/F2Pwh1EkaV0SMUACwOCCKReMmHu7JT5nNooSjlgkVLzDVt2Txc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=PJhy%252BmYLjtoY8EdFIWSptLmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
http://pericles.ipaustralia.gov.au/ols/auspat/quickSearch.do?queryString=2016235539
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=AU2016235539&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=spoTsRYgBU0hNVMxhOwxvMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=aJxR8iNWnopXR0MfQBGfRF90CpEah8ymkaV0SMUACwOCCKReMmHu7JT5nNooSjlgkVLzDVt2Txc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=spoTsRYgBU0hNVMxhOwxvMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://link.kipris.or.kr/link/main/KPAXML.jsp?APPLNO=1020177030054
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=KR20170129866&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ONnA7PMXlRaO6CzMQqwYZpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=tO7C931onjlTK9asoCsHAVfn1HwLNiulWeUrB63Jy+sSjghI9dFY0dvlowR3Q4Ze+wFWiEEOABQ=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=ONnA7PMXlRaO6CzMQqwYZpNXe7dphUsu7KxJINoFg8I%3D%26n%3D1&id=0&base=FULLPAT
http://211.157.104.77:8080/sipo_EN/search/tabSearch.do?method=init
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=CN107533501&kind=A
https://permalink.orbit.com/RenderStaticFirstPage?XPN=44vbLIAbyIn4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=+n1myDB8RU+UZ/MxGoRVCqCa4vFyxJplNoC7YXsv59YGnqhCiah71Z3J6fYFa7kYpi9MuXaCiGc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=44vbLIAbyIn4%252BC%252F5M6pym3fDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://register.epo.org/espacenet/application?number=EP16769411
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=EP3271824&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=YC1x2Bv6SURQNe%252BeM8hsYrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=N5221X+da39NYbhf+bqcUgMqfaYWomYVbZEW38EL5eDPpKOoVIJxKfagWaAdX14KmfGLl67ioDs=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=YC1x2Bv6SURQNe%252BeM8hsYrmsLuw%252FR4oY%252BQgpgFzVRnM%3D%26n%3D1&id=0&base=FULLPAT
https://www.j-platpat.inpit.go.jp/web/all/top/BTmTopEnglishPage
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UAIUSAPP&userid=QPRT1001&key=US20160275461&ekey=1399&xpn=JP2018516026&kind=A

©Questel - FAMPAT Page 21 2018/07/12

A smart bio-fluids diagnostic monitoring system and a method of monitoring

healthiness
W02017109663 Al
Current assignees IPC - International classification
GOGINENI SHYAMALA DEVI A61B-005/00* GO01N-033/00*

GOGINENI Shyamala Devi
CPC - Cooperative classification

A61B-005/00* A61B-005/1171 A61B-005/145/07
A61B-005/6887 A61B-010/00/51  E03D-013/00/5

Inventors
GOGINENI GAUTAM

Priority data including date
2015IN-CHO05693 2015-12-22

Family
WO02017109663 Al 2017-06-29 El{:?m @ IN5693/CHE/2015 A 2017-09-08 Eﬁ?m @

(W0O2017109663)
A smart bio-fluids diagnostic monitoring system and a

method of monitoring healthiness according to our invention
comprise of a semi-portable potty / commode that conserve
water having provision for managing waste disposal with

built-in self-service [i€alili lab and a monitor that connects to
the internet to show instant personal [i€alifi reports.It's e
matched with a big data platform and personal data control _7 ,
for mass medical research and financial program to benefit 7 e e

e ED
{ Avatyics | i i l..‘“.’.“i”'f.’i?..l
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3rd worlds and medical conglomerates.It's a solution with Fig.1

personal, commercial and social implications.
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A system for facilitating asynchronous digital transactions among a plurality of computer-controlled devices associated
with a plurality of respective nodes.The system includes a first digital information database to store computerized identity
information pertaining to the plurality of respective nodes and the associated plurality of computer-controlled devices.The
system further includes a cognitive interactive human-machine interface configured to allow the plurality of computer-
controlled devices and the associated nodes to interact digitally among them and with the system and with an external
authorized node.The cognitive interactive human-machine interface is configured to receive at least one sensed stimulus
from at least one of the computer-controlled devices and transmit digital information contained in the at least one sensed
stimulus at least in part to the external authorized node to annotate the digital information by generating a digital input.
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A system for tracking and recording the chain-of-custody for
assets within a supply chain that creates a non-repudiatable
electronic log of each custody transfer at each transfer point
from initial creation, to final transfer or disposal.ln one
embodiment, the system uses encryption technology to
register assets that are to be transferred and whose chain of
custody is to be ensured.Through use of encryption key
pairs and BIGEKER&IR encryption technology, an electronic
document is created in an encrypted transaction log
updated at each change of custody point.At each such
change of custody point, the new custodians who receive
the product are provided with the information generated by
the originator.By way of one example, because the system
tracks all inputs and outputs to the system at each change
of custody point, any alteration in product quantities are
immediately identified, and a chain-of-custody integrity
problem is identified.
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A computer implemented method for facilitating secure
management of data generated in an Electronic HiEalii
Record (EHR) during an episode of care, for a user, wherein
the EHR is being maintained in a medical database
comprised within a Healthcare Service Provider (HSP)
server, the computer implemented method comprising the
steps of: receiving an identification hash corresponding to
the user at an Application Program Interface (API) server
from a first client device; extracting the data from the HS P
server and de-identifying the data to obtain de-identified
data, at the API server; generating a record hash at the API
server; and transmitting the identification hash, the record
hash and the de-identified data from the API server to a
core server.
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The present application includes a system and method to
classify user activity.A passive tracking device, a processor
configured to receive information from the tracking device,
and a database are disclosed, in which the database is
accessible by the processor and stores tracking device
information, user profile information and external
information.The processor is configured to execute
instructions that cause the processor to perform various
steps, such as to define a first activity unit having a first start
time that corresponds to detection of the user being
engaged in an activity, and monitor the tracking device
information, the external information or both.The processor
is further configured to establish a first end time of the first
activity unit using the monitored information, and
automatically ascribe a classification of the first activity
unit.The classification of the first activity unit is output to a
display of a computing device, and the classification of the

first activity unit is stored in the database.
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Mechanisms are provided for executing patient information
transactions.The mechanism store, in a ledger storage
system, for each patient, a history of patient consents
associated with patient transactions in a healthcare network,
comprising patient consent data structures associated with
the patient information transferred between participants as
part of the transaction.The mechanisms store a master
patient record index (MPRI) for each of the patients.The
MPRI stores record locators identifying locations of portions
of patient information for the patient on different computing
devices associated with different [ig@lii providers.The
mechanisms execute, by a transaction manager, a
transaction to grant access to a portion of a patient's
information based on consent information stored in the
ledger storage system and record locators in the MPRI.The
mechanisms update, by a ledger storage engine of the data
processing system, the history of transactions based on the
execution of the transaction.
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Various aspects and embodiments relate to a healthcare
adherence monitoring system (HAMS) that can be used to
monitor adherence of a healthcare recipient to a healthcare
plan (e.g., a medication, exercise, and nutrition
regimen). The HAMS may receive a personalized
prescription including one or more pre-coded prescription
components and/or customized recommendations of the
healthcare plan from a healthcare provider device via a
communication network.The HAMS may then incorporate
the received personalized prescription for the healthcare
recipient into a healthcare mobile application that a
healthcare recipient device can access via the
communication network.The HAMS may further dynamically
update the personalized prescription based on configuration
parameters received from the healthcare mobile application
on the healthcare recipient device via the communication
network and communicate with the healthcare mobile
application on the healthcare recipient device via the
communication network to monitor the healthcare recipient's
adherence to the dynamically updated personalized
prescription.
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Methods and systems for managing the entire lifecycle of
medication and other [i€@lili events include observing or
retrieving information from a switch exchange network,
correlating events to the retrieved information, and/or with
external information retrieved from the patient, the care
giver, pharmacy, physician, manufacturer, medical or
diagnostic device, regulatory agency, third party, or other
source to provide an integrated holistic patient centric view
to one or more entities in the @&l care continuum.
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The present invention relates in general to a mobile earth
station.The mobile earth station has a wireless
communication module with an antenna for receiving and
transmitting signals and a satellite communication module
with an antenna for receiving and transmitting signals.The
mobile earth station also has a controller operatively
connected to the wireless communication module and the
satellite communication module and is configured to (i)
control two-way satellite communication, (ii) control
acquisition of position data from the satellite communication
module, (iii) cause the wireless communication module to
wirelessly transmit information and position data to a
device.A power supply module is also provided to supply
power to the wireless communication module, the satellite
communication module, and the controller.
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Pursuant to some embodiments, systems, methods,
apparatus and computer program code for creating and
administering virtual affinity groups are provided.Pursuantto —————— o Thira Party Weoste | L API
some embodiments, a computer implemented processing 320 a0
method is provided which includes receiving, at an et I
insurance processing platform, information identifying at | || messmmevaas "~ I Uil Aty o
least a first characteristic of a virtual affinity group, @/ Frocessing Piatiorm

360 330 340
receiving, at the insurance processing platform, information | /_i l\
identifying at least a first feature of the virtual affinity group | | L wpmons I Tj Em;/
and at least a first insurance related benefit to be offeredto .~ —~ = B
the virtual affinity group, automatically identifying at leasta ~——— —— Vil Aftnty Groce
first individual matching the at least first characteristic, and 380

communicating to the at least first individual information
allowing the at least first individual to participate in the
virtual affinity group.



https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BnO1H9bdken3sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOqw247QkBTmVq5LJ03xVJIJjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BnO1H9bdken3sRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20130339065&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252Bl6XfT9espl%252BMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOqw247QkBTmXePXCJGwxO7JjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252Bl6XfT9espl%252BMRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20130339064&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BmThaoxeoX2xsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcOqw247QkBTmYDOQ6NLC580JjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=2Vz84ZgYW%252BmThaoxeoX2xsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20130339062&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xBIkBRUoYK2eccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=cdyzbpXjdM1im0Vb0ovU4zeISh8T7V+NNoC7YXsv59YGnqhCiah71Z3J6fYFa7kYpi9MuXaCiGc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=xBIkBRUoYK2eccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US8639603&kind=B2
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wkWlQbc6by6k9X6jMMUl2cRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcNLkqGM81uZ4s/J3aSBKS3mJjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wkWlQbc6by6k9X6jMMUl2cRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20140114697&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wZ%252Fhg0oySAQRt5d7JMtMs8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPXZWDk5U3av07S5CYuDst7JjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=wZ%252Fhg0oySAQRt5d7JMtMs8RHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20170178243&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=eNaV1E5L7aJ2ZHUVFXznSsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=lOckPE/DvcPRnNLNLBAiuLxtUVS6odf4JjY7t3dG27jB3cyffD7SoeLJGeAaUev0FlPE/9hNxgI=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=eNaV1E5L7aJ2ZHUVFXznSsRHIQdPpfyajIQBIFKxQPE%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20170220998&kind=A1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=gQ2TolOjLwSeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
https://www.patentdelivery.com/patds/order?gui=crypt&callingapp=EDOFF&key=z7higowfyY704qmcZl+NHDeISh8T7V+NNoC7YXsv59YGnqhCiah71Z3J6fYFa7kYpi9MuXaCiGc=&n=1
https://permalink.orbit.com/RenderStaticFirstPage?XPN=gQ2TolOjLwSeccOAsqvWAnfDUqlXTJ5uwQdFuycu4uk%3D%26n%3D1&id=0&base=FULLPAT
http://portal.uspto.gov/external/portal/pair
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US9972053&kind=B2
https://sobjprd.questel.fr/sobj/getMosaic?bdi=UPIUSPAT&userid=QPRT1001&key=US8639603&ekey=950&xpn=US20130339065&kind=A1

	FAMPAT
	WO201839312 A1
	WO2015175722 A1
	US20130197939 A1
	US9998286 B1
	WO201724071 A1
	WO2017153495 A1
	US20130204641 A1
	CN107527286 A
	CN107527285 A
	IN201821003915 A
	WO2017176093 A1
	AU2017101413 A4
	US20180190375 A1
	WO201889843 A1
	US20170318360 A1
	EP3271824 A1
	WO2017109663 A1
	US20130304508 A1
	EP3335367 A1
	WO201809979 A1
	WO201791730 A2
	US20180082024 A1
	WO2017218803 A1
	US20160117471 A1
	WO2017100864 A1
	US20130339065 A1


